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(57) ABSTRACT 

The present invention provides a computer system compris- 
ing a system memory, a processor, a cryptoprogram, an I/O 
port, and an electronic key. The electronic key can be 
inserted into and removed from the I/O port and contains a 
programmable memory that stores passwords. The crypto- 
program is used to encrypt and decrypt programs or files 
stored in the system memory. Encryption of programs or 
files is accomplished according to a password that is stored 
in the programmable memory of the electronic key. During 
decryption, the cryptoprogram searches for the correspond- 
ing password in the programmable memory of the key and 
decrypts the program or file if the password is found. 

7 Claims, 1 Drawing Sheet 
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COMPUTER SYSTEM WITH AN EXTERNAL 
AND PORTABLE ELECTRONIC KEY FOR 
ENCRYPTION AND DECRYPTION 
PROCESSES 

BACKGROUND OF THE INVENTION 

1. Field of ihe Invention 

The invention relates to a computer system, and more 
particularly, to a computer system with a portable electronic 
key. 

2. Description of the Prior Art 

Data encryption of a computer system is commonly 
performed by using either software or hardware techniques. 
An example of a software technique is performed by using 
a cryptoprogram. Unfortunately, cryp top rog rams can be 
easily broken through thus making all data insecure. In terms 
of techniques of maintaining data security by using 
hardware, a hardware key is popularly used. However, the 
hardware key is difficult to be disconnected from the com- 
puter system and is inconvenient to be carried around. 
Therefore, users often leave it on the computer system. This 
makes the hardware key easily accessible to others to steal 
or to reproduce thus compromising security. 

SUMMARY OF THE INVENTION 

It is therefore a primary objective of the present invention 
to provide a computer system with a portable electronic key 
to solve the above mentioned problems. 

Briefly, in a preferred embodiment, the present invention 
provides a computer system comprising: 

a system memory for storing programs and files; 

a processor for executing the programs stored in the 
system memory; 

a cryptoprogram for encrypting or decrypting a program 
or file stored in the system memory; 

an I/O (input/output) port connected to the processor; and 

an electronic key which can be inserted into and removed 
from the I/O port comprising a programmable memory 
for storing passwords; 
wherein when encrypting a program or file stored in the 
system memory, the cryptoprogram encrypts the program or 
file according to a password and stores the password in the 
programmable memory of the electronic key, and when 
decrypting a program or file stored in the system memory, 
the cryptoprogram searches for a corresponding password in 
the programmable memory of the key and decrypts the 
program or file if the corresponding password is found. 

It is aD advantage of the present invention that the 
computer system according to the present invention uses an 
electronic key and a cryptoprogram for enhancing data 
security. The password is stored in the electronic key which 
is separate from the computer thus securing the data. 

These and other objects and the advantages of the present 
invention will no doubt become obvious to those of ordinary 
skill in the art after having read the following detailed 
description of the preferred embodiment that is illustrated in 
the various figures and drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a functional block diagram of a computer system 
according to the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

Please refer to FIG. 1. FIG. 1 is a functional block 
diagram of a computer system 10 according to the present 
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invention. The computer system 10 comprises a computer 
12, a display device 16, a keyboard 14, and a portable 
electronic key 18. The computer 12 comprises a system 
memory 20 for storing programs and files, a processor 22 for 

5 execuliug the programs stored in the system memory 20, an 
I/O (input/output) port 24 connected to the processor 22, a 
cryptoprogram 26 stored in the system memory 20 for 
encrypting or decrypting a program or file, and a display 
control program 32 stored in the system memory 20 for 

10 displaying a program or file on the display device 16 in the 
form of an icon. The user can use the keyboard 14 for 
inputting a password to the cryptoprogram 26 or changing a 
password used by the cryptoprogram 26. 

l*he electronic key 18 can be inserted into and removed 

15 from the I/O port 24, and it comprises a programmable 
memory 28 for storing passwords 30. The programmable 
memory 28 of the electronic key 18 is an EEPROM 
(electrically erasable programmable read only memory) The 
electronic key 18 can be any portable device or peripheral of 

20 a computer. For example, the electronic key 18 can be a 
mouse which can generate cursor control signals with the 
I/O port 24 being a serial port for connecting the mouse. The 
electronic key 18 can also be a memory card with a 
connector installed at its front end for connecting the pro- 

25 grammable memory 28 to the I/O port 24 with the I/O port 
24 being a USB (universal serial bus) port for plugging in 
the memory card. The electronic key 18 can also be a 
keypad, or any other I/O device. 

When encrypting a program or file stored in the system 

30 memory 20, a user must connect the electronic key 18 to the 
I/O port 24 and input a password 30 by using the keyboard 
14. The cryptoprogram 26 will then encrypt the program or 
file according to the password 30 and store the password 30 
in the programmable memory 28 of the electronic key 18. 

35 Under these circumstances, the display control program 32 
will not display the icon representing the program or file. In 
this way, the file or program is effectively bidden. 

When decrypting a program or file, the user must connect 

40 the electronic key 18 to the I/O port 24 and input a password 
by using the keyboard 14. The cryptoprogram 26 then 
searches for a corresponding password 30 in the program- 
mable memory 28 of the key 18. If the inputted password is 
the same as the password 30 previously inputted when 

45 encrypting, the cryptoprogram 26 will decrypt the program 
or file according to the password 30, and the display comrol 
program 32 will display the icon representing the program or 
file on the display device 16. If the inputted password is 
different from the password 30, the cryptoprogram 26 will 

5Q not find the corresponding password 30 in the programmable 
memory 28, and the display control program 32 will not 
display the icon representing the program or file on the 
display device 16. 

The computer system 10 uses an electronic key 18 and a 

55 cryptoprogram 26 for performing data encryption, thus both 
hardware and software techniques are employed to improve 
data security. Moreover, because the electronic key 18 such 
as a mouse or a memory card can be easily disconnected 
from the I/O port 24 and is portable, it can be removed from 

50 the I/O port 24 to prevent reproduction or stealing. 
Furthermore, the password 30 is stored in the programmable 
memory 28 of the electronic key 18, thus the password 30 
cannot be searched unless the electronic key 18 is connected 
to the I/O port 24. Therefore data security is greatly 

65 enhanced. 

In contrast to the prior art computer system, the computer 
system 10 according to the present invention uses an elec- 
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ironic key 18 lb at is removable from the computer and a 
cryploprogram 26 for data security with the password being 
.stored in the electronic key 18, not the computer 12. 
Therefore, data security is assured. 

Those skilled in the art will readily observe thai numerous 5 
modifications and alterations of the system may be made 
while retaining the teachings of the invention. Accordingly, 
the above disclosure should be construed as limited only by 
the metes and bounds of the appended claims. 

Those skilled in the art will readily observe that numerous 10 
modifications and alterations of the system may be made 
while retaining the teachings of the invention. Accordingly, 
the above disclosure should be construed as limited only by 
the metes and bounds of the appended claims. 

What is claimed is: 15 

1. A computer system comprising: 

a system memory for storing programs, files, and a 

display control program for displaying the programs or 

files stored in the system memory on a display device OQ 

in the form of an icon; 
a processor connected to the display device for executing 

the programs stored in the system memory; 
a cryptoprogram for encrypting or decrypting a program 

or file stored in the system memory; 25 
an I/O (input/output) port connected to the processor; and 
an electronic key which can be inserted into and removed 

from the I/O port comprising a programmable memory 

for storing passwords; 
wherein when encrypting a program or file stored in the 

system memory, the cryptoprogram encrypts the pro- 
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gram or file according to a password and stores the 
password in the programmable memory of the elec- 
tronic key, and the display control program conceals the 
icon representing the program or file, and when 
decrypting a program or file stored in the system 
memory, the cryptoprogram searches for a password 
corresponding to the program or file in the program- 
mable memory of the key and decrypts the program or 
file if the corresponding password is found, and the 
display control program displays the icon representing 
the program or file on the display device. 

2. The computer system of claim 1 further comprising an 
input device connected to the processor for inputting a 
password to the cryptoprogram or changing a password used 
by the cryptoprogram. 

3. llie computer system of claim 2 wherein the input 
device is a keyboard. 

4. The computer system of claim 1 wherein the program- 
mable memory of the electronic key is an EEPROM. 

5. The computer system of claim 1 wherein the I/O port 
is a serial port or a universal serial bus (USB) port. 

6. The computer system of claim 1 wherein the key is built 
in a mouse which can be used for generating pointing 
signals. 

7. The computer system of claim 1 wherein the key is a 
memory card with an electrical connector for electrically 
connecting the programmable memory in the key to the I/O 
port. 



